Hactpoiika o0opynoBaHus
1J1s1 mpueMa mudposoro noroka |P-rejieBugeHust

(TexHoJiorus moakar0Yenuss ADSL)

Jasi mpocmotpa |P-teseBugennss «YIXK-TEJEKOM» nHa jkpaHe KoMIblOTepa

He00X0AMMO IPON3BECTH:

1. Hactpoiiky ADSL monema;
2. YCTaHOBKY M HaCTPOUKY MporpamMmsl i mpocmoTtpa IPTV;

3. Hactpoiika aHTUBUPYCHOM TTporpaMmsbl 11t paboTsi ¢ IPTV,

1. Hacrpoiika ADSL- moaema
1.1 B cootBercTBUM ¢ mHCcTpykiumed mns Bamero ADSL monmema, 3aiimure B BeO-
uHTepdeiic ynpapnenusa. Kak npaBuio cTpaHuiia J0oCcTyla K HACTpOMKaM MojieMa

HaxoauTtcs no aapecy 192.168.0.1 nim 192.168.1.1

1.2 Co3paiTe 1Ba CETEBBIX MOAKIIOUEHUS:

e CereBoe noaximoyeHue «PPPOE» ¢ mapamerpamu VPI---8, VCI---81,

¢ ucnoyib3oBanreM onmui «lGMPy», «NAT»;

o CereBoe nogxitouenue «BRIDGEy ¢ mapamerpamu VPI---3, VCI---35.



B kauecTBe nprMepa NpUBEAEHO CO3aHNE CETEBBIX COSAMHEHUN JUI MOJIEMa
D-LINK DSL-2540.

Brioupaem mynkt Quick Setup

|[:} ADSL 2+ Router | +

€& D 1s2m811

HacTo nocelwaembie [:‘- HavaneHaa crpaHiua E:; Axperc [:3 MNoqta

Device Info Quick Setup

Quick Setup This Quick Setup will guide you through the steps necessary to configure your DSL Router.

Advanced Setup

Diagnosti ATM PVC Configuration

Management The Port Identifier (PORT) Virtual Path Identifier (VPI) and Virtual Channel Identifier (VCI) are needed for setting up the ATM PVC. |

otherwise.

PORT: [0-3] |n
VPI: [0-255] IS

VCI: [32-65535] |B1

Enable Quality Of Service

Enabling QoS for a PVC improves performance for selected classes of applications. However, since Qo5 also consumes system resourc
Setup/Quality of Service to assign priorities for the applications.(Mote:If Enable Quality Of Service checkbox is selected,you must ¢
window to make the function effective.)

Enable Quality Of Service [

Next

VYcranaBnuBaem mapamerpsl ADSL (VPI = 8, VCI = 81), naxumaem NEXT.



Ha cnenyroieii Bki1agke BBOJUM MMS TTOJIH30BATEIIS M MAPOJIb Ha MOAKIIOUCHUE K CETH

HuTepner, koTophie ykazaHbl B Jlorosope.

B g

| €= @ 19216811

Device Info PPP Username and Password

- usua TEQUiTES at you Nave a user name and password to e ISh your conne ion. In e Doxes below, enter the user name anad PassWwort at your as DFD\'i E
Quick Setup FPP lhy that h d d to establish lay Inthe b bel ter th d d that 5P h d
Advanced Setup
Diagnostics
Management

PPP Username: MMA-NONE20B3TENA
PPP Password:
PPPOE Service Name:

Authentication Method: | AUTO 'I

[T Dial on demand (with idle timeout timer)

MTU [1000-1500]: [1492
[T PPPIP extension

[T Use Static IP Address

Kl

Retry PPP password on authentication error

A

Enable PPP Debug Mode

=

Enable KeepAlive

KeepAlveTime [0-30]: ID min
Max Fail [D-lDD]:ID times

[T Bridge PPPOE Frames Between WAN and Local Ports

Back | Next |

Haxumaem NEXT, Ha cnenyromieii crpanuie ycranasiuBaetcs NAT, Firewall, craBum

rayouky Ha mynkTax Enable IGMP Multicast u Enable WAN Service.

e e

| €& @ 192.168.1.1

YacTo nocewaemsle | HauankHas CTpaHuua ::: AHgekc @i Mouta

Device Info Network Address Translation Settings

Quick Setup Metwork Address Translation (NAT) allows you to share one Wide Area Network (WAN) IP address for multiple computers on your Local Area Network (LAN).
Advanced Setup

Diagnostics Enable NAT

Management

Enable Firewal [l

Enable IGMP Multicast, and WAN Service

Enable IGMP Multicast [

Enable WAN Service [

Service Mame Ippnoe_D_S_Sl_l

Back Next




[Tocne naxxarus NEXT, nonagaem Ha ctpanuily HacTpoiiku IP-aapeca monema.

BrictaBiasgem mapaMETpbl COrJIaCHO 3THUM JaHHBIM

e e

| €& @ 192.168.1.1

YacTo nocell@enbie | | HauanbHad crpaHMua | | AHgexc | Mouta

Device Info Device Setup

Quick Setup Configure the DSL Router 1P Address and Subnet Mask for LAN interface.
Advanced Setup

Diagnostics IP Address: 192.168.1.1

Management Subnet Mask: 255.255.255.0

' Disable DHCP Server
& Enable DHCP Server
Start IP Address: 192.168.1.2

End IP Address: 192.168.1.254
Subnet Mask: 255.255.255.0
Leased Time (hour):[24

r Configure the second TP Address and Subnet Mask for LAN interface

Back | Next

[Tocne naxarust kHonku NEXT, OTKpbIBaeTCSI OKHO C XapaKTEpPUCTUKAMU HACTPOCHHOIO
COCIMHEHUS, €CIIM BCE MpaBHIIbHO HaxknBaeM Save/Reboot (CoxpaHuTh U Tiepe3anyCcTUTh
MOJIEM).

Ilnst monydenus IPTV-makeToB HEOOXOAUMO HACTPOUTH €II€ OAHO COCAMHCHHE.
B nmoanmynkre Advanced Setup, WAN, coznaem HoBoe coennaenne (Add):

e

| € @ 192.168. 1, 1/main him

YHacTo Nocelaetsie HayaneHas cTpaHuLE fAnpexc Mouta

Device Info Wide Area Network (WAN) Setup
Advanced Setup Choose Add, Edit, or Remove to configure WAN interfaces.
WAN Choose Save/Reboot to apply the changes and reboot the system.
LAN
NAT Port/VPI/VCI | Con. ID | Category Service Interface |Protocol | IGMP | QoS | State | Remove | Edit
Security 0/8/81 1 UBR. pppoe_0_8 81_1|ppp_0_8_81_1| PPPoE |Enabled | Disabled | Enabled i Edit |

Parental Control

Quality of Service Add | Remove | Save/Reboot |

Routing

DNS

DSL

PPTP

Interface Group
Diagnostics
Management




Hannsie VPl =3 u VCI =35
e g - —

| €= | @ 192.168. 1. 1jmain.html

YacTo nocelwaembie :_: HauanbHaa cTpaHdLE ::, Anpexc \:: MNouta

Device Info
Advanced Setup ATM PVC Configuration

WAN This screen allows you to configure an ATM PVC identifier (PORT and VPI and VCI) and select a service category. Otherwise choose an existing interface by select

LAN

NAT PORT: [0-3] ID

Security VPI: [0-255] |3

Parental Control VCI: [32-65535] |35

Quality of Service

Routing

DNS Service Categorv:l UBR WithoutPCR =

DSL Enable Quality Of Service

PPTP

Interface Group Enabling packet level QoS for a PVC improves performance for selected classes of applications. QoS cannot be set for CBR and Realtime VBR. QoS consumes systi
Diagnosti applications.(Mote:If Enable Quality Of Service checkbox is selected,you must enable QoS function simultaneously in Advanced Setup/Quality of Service windo
Management Enable Quality Of Service [©

Back Mext |

Hanee Beroupaem Connection Type (Tun nmonkmodenus) — Bridging

| € | @ 192,168, 1.1/main.himl

Device Info Connection Type
Advanced Setup Select the type of network protocol for IP over Ethernet as WAN interface
WAN
T ppp aver ATM (PPPOA)
LAN
NAT T ppp over Ethemet (PPPoE)
Security .
parental Control MAC Encapsulation Routing (MER})
Quality of Service © P over ATM (1PoA)
Routing
DNS & Bridging
DSL
PPTP Encapsulation Mode
Interface Group LLC/SNAP-BRIDGING =
Diagnostics
Management

Back | MNext




Jlanee akTUBHUpYEeM HOBBIN UHTEpdEIC

| 4= | @ 192.168.1 1fmain.himl

s

‘-lacmnocanaaue i Hauansham crpaniua E:} Anpexc [:}I'Icm'ra

Device Info
Advanced Setup
WAN
LAN Enable Bridge Service: [
Al Service Name: W
Security
Parental Control
Quality of Service
Routing L‘kl Next
DNS
DSL
PPTP
Interface Group
Diagnostics
Management

Unselect the check box below to disable this WAN service

U coxpaHsieM BBeJIcHHBIC HACTPOMKH (Save)

| €= | @ 192.168.1. 1jmain html

[+

YaCTo NoceWaeMsE || HauanbHas cTpaHuLa | | AHaekc | MouTa

Device Info WAN Setup - Summary
Advanced Setup Make sure that the settings below match the settings provided by your ISP,
WAN
LAN PORT [VPI [ VCI: |0/3/35
NAT Connection Type: |Bridge
Security Service Name: br 0.3 35
Parental Control Service Category: | UBR
Quality of Service IP Address: Mot Applicable
Routing Service State: Enabled
DNS
NAT: Disabled
pst Fi I Disabled
PPTR irewall: isable
Interface Group IGMP Multicast: Mot Applicable
Diagnostics Quality Of Service: | Disabled
Management

Click "Save" to save these settings. Click "Back” to make any modifications.
NOTE: You need to reboot to activate this WAN interface and further configure services over this interface.

_ack | _save |




JIOJDKHBI TTOTYYUTCS 2 COSTUHEHMUS.

| €& & 192.168.1.1/main.himl

Device Info Wide Area Network (WAN) Setup
Advanced Setup Choose Add, Edit, or Remove to configure WAN interfaces.
WAN Choose Save/Reboot to apply the changes and reboot the system.
LAN
NAT Port/VPI/VCI  Con. ID | Category Service Interface | Protocol| IGMP | QoS | State |Remove| Edit
Security 0/8/81 1 UBR pppoe_0_8_81_1|ppp_0_8_81_1| PPPoE |Enabled | Disabled | Enabled [ Edit |
Parental Control
. 0/3/35 1 UBR br_0_3_35 nas_0_3_35 Bridge M/A | Disabled | Enabled [ Edit |
Quality of Service
Routin
e _Add | _Remove | _Save/Reboot
DSL
PPTP
Interface Group
Diagnostics
Management

CoxpansieM HaCTPOMKH | Iepe3arpykaeM mojaeM (Save/Reboot).

Hacrpoiika ADSL-Mozaema 3aBepiiieHa.



2. YcranoBka IPTV-mieepa ans npocmorpa IP-TesieBuaenus

Ckauatp nporpammy IPTV-Player moxxuo ¢ caiita OO0 «YOXK-TEJIEKOM» 1o anpecy
http://www.netgts.ru/iptvplayer.exe

IIpu ckaumBanum mnporpammbl IPTV-Player ¢ japyrux caiitoB, HE00XOAMMO
JIOMOJIHUTENLHO cKadaTh U Iuied-ucT ¢ TenekadairaMu « Y DOXK-TEJIEKOM»

Iopsiiok ycranoBku nporpammsl |PTV-Player

CkauaTp (¢aiin ¢ mporpaMMoM, 3amyCTUTh CKauaHHBIA (aiiy, HaXaTh KHOMIKY
«YCTaHOBUTB)»

-, ¥Ycranoeka IP-TV Player - 0] x|

Bac npMBeTCTBYET MacTep yCTaHOBKH
IP-TV Player

— 3Ta nporpamMma ycTaHoeuT IP-TV Player Ha saw
KOMMBKOTER,

| Mepen Ha4anoM YCTAHOBKM PEKOMEHA YETCA 38KPEITE BCE
pabaTaMWME NPUNCHKEHMA, 3TO NOSBONWT NPOrpPaMMe
YCTEHOBKM 0BHOBWMTE CUCTEMHBIE halnkl BES NEpe3arpy3HM
KOMMBKTEDS,

[T BeifipaTe NapameTpel M NanKy yoTaHOBKK

—

Ve

Mpooomkan YCTaHOBKY, Bbl MPMHMMAETE COrNaleHue

0,28, 1,85832 ¥er OTMeHa




[Tpu HEOOX0AUMOCTH YCTaHOBKH «CepBUCOB SIHIEKC» OTMETUTH HYKHBIEC TyHKThI

el

3asepuieHne paboTel MacTepa
ycranoBku IP-TV Player

YcraHoska [P-TV Player BeinonHeHa.

HawMuTe KkHoNKy “ToToBo™ ANA BEIXOAA M3 NPOrpPaMMel
YCTEAHOBKM,

PEKOMEHOYEM YCTAHOBHT b NPOrPpaMMbl
W HACT poiikn AnOexrca:

v 3arpysvTe W YCTaHoBWTE AHoekc. Bpaysep

v 3arpysvTbh W YCTaHOBMTE JNEMEHTEl AHAEKCS

" CaenaTe AHOEKC AOMALIHEN CTPaHKUEN B Dpaysepax
W NpedyNPEXAETE O NOMBITKEX EE M3MEHEHWA

] YCTEHOBMTE HACTPOIKK DEICTPOro AOCTYNA K MOMCKY
W APYIHM CEPBWCEM AHOEKE

YCTEH3ENWESA PEKOMEHDYEMOE NPOrpPaMMHOE
obecneyeHHe, Bel COrNAWAETECh © MMUEHIHMOHHEIMIA
COrNaWeHWAMKY INeMeHToE AHaekca W Anaerc. bpaysepa.

T o I = Hazaq MoToBO ZTMEHA

[Tocne okoHUaHUs MpoOIECca YCTAHOBKH, 3aIyCTUTh ¢ pabouero crosa nporpammy «IP-TV
Player», Bei6pats npoBaiigepa [P TV «YOXK-TEJIEKOM»y, naxats «OK».

Buibop npeaycTaHOBKA
FE.:,"_i

E:—:'_f;. ﬂ BuibepuTe npoBaiaepa (Ecero & cikcke 1
-

IP-TV Flayer

ST | K -TENEK OM

Ok OTMeHa




OTtkpoetcsi OkHO mpocMmoTpa TeneBuaeHus. CrpaBa OT 007acTH MPOCMOTPA, CIUCOK
JIOCTYMHBIX KaHAJIOB.

Mepebiii HD
IPTV-kaHan 239.255.10.1:1234

F<= 2. Poccust HD
'HD

1 3. Cnopt 1 HD

cnowr

4. Cnopt 1
X

5. Cnopt

@& | 6. Mictopua
7. Hayka 2.0
L)
#% 8. Mosa nnanera

P 9. Pycckmit poMaH

E 15. Bridge TV

@ | 16. EBpona +

= 17. RTG
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3. Hacrpoiika aHTHBHPYCHO# mporpamMmbl i padoTsl ¢ IPTV

B HekoTopbIX cilydasix, MpU HaJU4YUMM HAa KOMIIBIOTEPE YCTAHOBJIEHHBIX aHTUBHPYCHBIX
nporpamm, Tpedyercs Ux JAOMOTHUTEIbHAsI HACTPOIKa UX TapaMeTPOB.

IIpumep nacrpoiiku Kasperskiy Internet Security nas mpocmorpa IPTV

B OompmmacTBe cimydaeB mpobiema ¢ IPTV BeisBana tem, uro Kasperskiy Internet
Security O6mokupyer Bxomsmuii UDP-motok. A stor Bxomsmmii UDP moTok um ecth
teneBuaeHne. HeoOXoMMO HACTPOUTh aHTHBHPYCHYIO MPOTPaMMYy TaK, YTOOBI OHA ATOT
MOTOK CBOOOHO TpOITycKaia. J[jst 3TOro BBIMOJIHUM CIIEAYOIIee:

Otkpoem Kasperskiy Internet Security. B oTkpbiBiieMcs okae BeiOepeM paszzen «CeTeBoi
JKpaH» U HaxKMeM KHONIKY « HacTpoiikay

@ HacTpomKa: Kaspersky Internet Security [:]U@

= 3awmTa 4 CeTeBoit 3KpaH

DalnoBbIit AHTUBMPYC
MoYToBLI AHTUBMPYC
Beb-AHTHBMPYC

el MBHARA

BKNOUMTE CETEBOI SKpaH

Ta Cuctema duneTpaLm

BKAIOYMTL cMCTEMY GUNbTPaLm

MuHuManbHas 3amura
PaspelweHne CETEB0I aKTUBHOCTM BCEX
NPUAOXKEHMIN KDOME TEX, YTO

| ' 3anpeleHbl NPasunaly

CucTeMa obHapYKEHUA BTODKEHMIA

PoauTenbCKMin KOHTPONb
=- Nomek BMPYCOB
KpuTuueckue obnactu
Mot KoMnbroTep
OfbekTbl aBTO3aNYCKa
Mouck pyTruToB {rootkit)
- ¥rpo3bl U UCKMKOYEHWA

AHTU-Cnam = ’

BKNOUMTE CUCTEMY 0BHAPYKEHUSA BTOPKEHMI

- OfHoBNEHWe 0o6aBuTh aTaKYIOWMIA KOMNSIOTED l60 [*% wan
Mpokcu-cepsep B CNMCOK BNOKMPOBaHUA Ha [ [s)
~KoHTponb T Ka
Bo paudm BNOKMPOBaHME BCNNLIBAIOLLMX OKOH
- OTYeTbI M halinbl AaHHbIX
- CepBMc BrnounTe AHTU-PEKNaMY
-Bua [ DNosepenHbie aapeca. .. ]
BNOKMPOBAHME PEKNaMHLIX BaHHEPOB
BKMOYMTL AHTU-BaHHED
[ HacTpoiika... ]
& Cnpaska [ oK ] [ 3aKpbITh ] MpMMEHUTE




Bri0Gepem 3aknanky «IlpaBuiia 1y nakeToB» U HaAXMEM KHOIIKY «/[00aBUTH»

B moe

4 HacTporKa: CeTeBoM 3KpaH

\

OeicTene 6
@ Paspewats  ICMP Type 0 (Echo Reply) .
& Paspewats  ICMP Type 8 (Echo)
Q Paspewate ICMP Type 11 (Time Exceeded) PR ]
@ 3anpewats  Other ICMP Types - )
& Paspewats  DHCP Client Activity
@ 3anpewats  Windows "DCOM RPC” Activity
@ 3anpewats  Windows "DCOM RPC™ Activity
& Paspewats  Windows “Internet Name Service™ s
@ 3anpewats  Windows NetBIOS Name Service”
@ 3anpewats  Windows NetBIOS Datagram Servi o
<

| > | MMnopT. .. |

Onmncarue (HaXMUTE Ha NOAYEPKHYTBIE NaPaMETPLI AN WX “E"!?ﬂ?”!‘?!) ©
PaspewaTts sxoaawue ICMP nakeTsl, rae:
ICMP-«oa: Echo Reply.

3KCNopT...

| Mpasuna ans npuaoxekMii | Mpasuna AnA NaKeTos 173 bl M

2t

€ Cnpaska [ oK ][ OtmeHa

J

«ma mnpaBuna» Hamumurte [PTV. B pasnene «Onucanue»

BBICTaBHUTC

«Pazpemars Bxomsmue (motoxk) UDP makersi». s 3TOro HaxXMuTe Ha CJIOBO
«BXOJSIIME» M BbIOEpUTE «BXOjdAMe (MOTOK)», 3aTeM HaxXmuTe Ha cioBe «TCP» wu
BbIOepuTe npotokosn UDP. Haxmure kaomy «OKy.

l“ HoBoe npaBuJO @

WmMs npasuna: I
MNapameTpei: [] noxanstbit IP-agpec A~
[C] nokaneHsit nopt !
[] Bpems - -
v
OononHUTenbHo: D YeeaoMnaTh NONb30BaTENA
[[] 3anuceiBaTh B oTHET
AAeanWERFZIKMITE Ha NOAHEDRHY TORMIRQSNETDb! ANS UX USMEHEHNS):
| PaspewaTtsb Bxogswme (notok) UDP nakeTbl,
& Cnpaska [ OK ] [ OTMeHa ]




[ HanpaB/sieHue

PROAALLMIA NOTOKM
) Vcxoaswwmit noTok

© Cnpaska [ oK I[ OTMeHa ]

I% BoiGop npoToKona IZ]

YKaXuTE NpoTOKON:

TCP v

TCP A
IGRP =
UDP
GRE
ESP

B urtore y Bac nomkno nosiButbcs HoBoe npasmiio «IPTV». Haxmurte «OK»y.

4 HacTporKa: CeTeBOM 3KpaH

| MpaBuna ANA NPUACKEHMI

l< @ Paspewats  IPTV

@ Paspewats  ICMP Type 0 (Echo Reply)

& Paspewats  ICMP Type 8 (Echo)

& Paspewats  ICMP Type 11 (Time Exceeded)
@ 3anpewats  Other ICMP Types

& Paspewats  DHCP Client Activity

@ 3anpewats  Windows "DCOM RPC” Activity
@ 3anpewats  Windows "DCOM RPC™ Activity

€ Paspewats  Windows “Internet Name Service™ /
7 .

Mpasyina ANA NaKeTOB | 3omsi | QononHuTEnsHO |

il | > MMRopT. ..

Tpbl ANA X MIMEHEHNA):

exogswme (noTok) UDP nakeTbl.

© Cnpasxa [ o« ][ omena




Hanee Haxatb kHOnKH «[IpumeHnTHE» 1 «OK».

l[d HacTpouka: Kaspersky Internet Security E]L ]

= 3awmTa

Daitnosbit AHTUBMPYC
MoYyToBLIA AHTUBMPYC
Beb-AHTHBMPYC
MpoakTWUBHaRA 3almTa

‘
AHTU-LLUNMoH
AHTU-Cnam
PoaMTENbCKMIN KOHTPONb

(= Mouck supycos

KpuTiueckue obnactu
Moit KoMnsroTep
OBbeKTel 388TO3aNYCKA
Momck pyTkuToB (rootkit)

- ¥rpo3bl U MCKNKOYEHWA
- OBHoBnEHME

Mpokcn-cepsep

~KoHTponb Tpaduka

- QTYeTEl U daitnbl A3HHBIX
- CepBuC

-Bua

| CeTeBoii 3KpaH

BrntoumTe CETeBo 3KkpaH

Cuctema dunbTpaLm
BKAOUMTE cUcTEMY DMAbTPaLIM

MuHuManbHan awura
PaspeweHune CeTeBoi aKTMBHOCTH BCEX
NPMACHKEHMIA KDOME TEX, YTO
3anpeLeHs Npasunamm

-

- HacTpoiika. .. |

CucTeMa 0BHapyKeHWUs BTODXEHMIA

BKMIOYMTE CUCTEMY OBHaPYKEHUS BTOPKEHMIT

[006aBMTb aTaKYIOLWMI KOMMbIOTED 60 172 o
B CNMCOK BNOKMPOBaHWA Ha eS| 3

BROKMPOBAHME BCMNLIBAMOLLMX OKOH

BrnoumTe AHTU-PEKnamy

[ LosepeHHble aapeca... ]

BNOKMPOBaHUE peKnaMHbIX BaHHepos

BrnounTb AHTU-BaHHep

€ Cnpaska

Hactpoiika aHTUBHpYCHOU POrpaMMBbl 3aBEPLIECHA.

P.S. [Ilpunuun HacTpoiiku

AHAJIOTN4CH

B

YKa3aHHOMY

B

AHTUBUPYCHBIX INPOrpaMMax MPOITYCK

JaHHOM  pyKoBojacTBe. B
Tpaduka

HEKOTOPBIX
IP-teneBunenus

JIOTIOJIHUTEIbHBIE HACTPOUKHU HE TPeOyIOTCSI.

AHTUBUPYCHBIX IIpOrpaMm Jpyrux HpOI/I3BOI[HTeJIef/'I

cllydasx,

OTKPBIT

u



